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Abstract A smart grid (SG) is a complex system that comprises distributed servers
and Internet-of-Things (IoT) devices. IoT devices are resource-constrained and are
unable to cope with traditional communication and security protocols. In light of
this limitation, this work proposes a novel method for end-to-end secure communi-
cation between the elements in the SG. Our proposal enables an authenticated user
to transport her Internet credentials to the IoT context. We provide high efficiency
in the message exchanges by adopting multicast communication without compro-
mising the SG security. However, even though this process provides secure com-
munication, it cannot enforce fine-grained access control over protected resources.
Therefore, we propose a new two-step lightweight access control mechanism that
leverages the established configuration to provide role-based authorization in the
IoT context. The prototype evaluation shows that our proposal is more flexible, de-
manding less manual configuration, while also requires only 23% of message ex-
changes compared to other approaches in the literature.

1 Introduction

Smart Grids (SG) are complex systems controlled by electric energy systems to act
integrated through computational intelligence and network communication for gen-
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eration, transmission, distribution, measuring, and billing energy consumption [11].
An SG is responsible for the control and supervision of critical infrastructures [20].
Critical infrastructures are composed of (virtual or physical) systems and assets that
are vital for a nation. Thus, their unavailability or destruction may have a high im-
pact on the security and economic aspects of a country.

Over the last years, many authors have shown that energy systems are vulnerable
to cyberattacks [6]. A common vulnerability root-cause is related to the substitution
of traditional Power Line Controllers (PLC) for embedded systems, and Internet-of-
Things (IoT) devices, which can be remotely controlled through the Internet [22].
However, using such processing and sensing devices is a natural trend in Industry
4.0. As a result, devices being exposed on the Internet renders vulnerable the whole
critical infrastructure [19].

Due to several recent cyberattacks, government agencies have shown great con-
cern in SG cybersecurity. For instance, in 2010, an electric power plant suffered a
cyberattack that caused over 900 Megawatt losses in less than 7 seconds [5]. Later, in
the same year, an Iranian nuclear power plant was attacked by Stuxnet [15], causing
severe physical damages [21]. According to a CIA report, several energy systems
were invaded by hackers in the USA, causing even cities blackouts [5].

Consequently, several widely recognized entities—e.g., IEC (International Elec-
trotechnical Commission), NERC (North American Electric Reliability Corpora-
tion), and IEEE (Institute of Electrical and Electronics Engineers)—have defined
a set of SG standardized security requirements to protect electric energy systems,
and more specifically SGs. However, these security requirements are too coarse-
grained. Additionally, IEC [9] has shown that these standards do not cope with the
complexity of SG architectures, neither with the ubiquitous nature of IoT devices.

The security of IoT devices (e.g., smart meters) is essential for the SG, where
compromising a device puts the whole infrastructure at risk [2]. The main chal-
lenge in ensuring IoT security is in their computational constraints, which renders
the usage of traditional security mechanisms and communication protocols unfea-
sible [28]. As a result, it creates a technological and interoperability gap for the
deployment of traditional Identity and Access Management (IAM) mechanisms.

In light of this limitation, our work enables IAM authenticated users to trans-
port their credentials to the IoT context while ensuring communication authenticity
and confidentiality. We propose a disposable password approach (i.e., One Time
Password—OTP) to perform secure (unicast or multicast) communication between
the IoT and Internet entities. However, despite our approach being able to provide
end-to-end secure communication, it is unable to provide fine-grained access con-
trol over the IoT protected resources. Therefore, our proposed IAM relies upon a
lightweight access control, suited for resource-constrained IoT devices, to control
the user access to protected IoT resources. As a result, the main contributions of this
paper are as follows:

• An end-to-end OTP-based secure communication between the Internet and IoT
devices. It uses multicast protocol suited for the resource-constrained IoT de-
vices. It significantly decreases the number of exchanged messages required to
query information from smart-meters with authenticity and confidentiality;
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• A dynamic, secure scheme for the definition of IoT symmetric key used in the
Datagram Transport Layer Security (DTLS). It dynamically builds and shares the
secret keys required for secure communication between distributed entities;

• A lightweight role-based access control for IoT environments. It provides fine-
grained access control while also sharing and updating the used passwords (keys)
among the IoT devices;

2 Related Works

Over the last years, numerous works have proposed enhanced security for IoT de-
vices [27]. Beyond context-specific functionalities, an IoT device typically can in-
form its manufacturer of the occurrence of technical issues. As a result, the man-
ufacturer may remotely access the device to repair or update its firmware. In such
a case, remotely accessing thousands of devices is a common requirement, which
requires individual authentication in each device. Consequently, to address such a
case, related works typically isolate the devices for security reasons [29]. Addi-
tionally, these works generally restrict the device’s communication and access. Au-
thentication and authorization are well-known challenges in the IoT context. Due
to the constrained computational power of such devices, using traditional security
mechanisms is impractical [26]. As a result, finding in the market solutions that rely
on a single default password or unique key for the device access is common [25].
Although this approach provides low resource consumption, discovering the single
key or password compromises all devices with the same configuration [14, 17, 30].
Additionally, updating the key or password in all devices is challenging and have
been explored by several related works.

For instance, Liu et al. [16] proposed a solution for authentication and access
control for IoT. Their work employs the OpenID and Role-based Access Control
(RBAC) in the IoT context. Although their work applies well-known security mech-
anisms, porting such techniques to the IoT context is not addressed. Additionally,
communication confidentiality or SSO (Single Sign-On) are also not provided. In
contrast, Ammayappan et al. [3] proposes an SG authentication protocol based on
both symmetric and asymmetric cryptography to ensure communication authentica-
tion and confidentiality. Although they provide a lightweight mechanism, they rely
on asymmetric keys, which is not recommended for the IoT context, due to a high
computational resource requirement [1]. In Chin et al. [8], a Machine-to-Machine
(M2M) authentication platform was proposed for SG. Their proposal is based on
digital signatures, in which a concentrator entity enables the key sharing between
the contexts. However, it creates a single point of failure, besides applying the pub-
lic key cryptography in IoT context. The work of Chavan et al. [7] noted that the
HTTP protocol is inefficient for the computational constraints of IoT devices. The
authors applied the Constrained Application Protocol (CoAP) coped with DTLS,
to ensure communication confidentiality. However, they combined these protocols
with a public key mechanism.
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Hou et al. [13] have mathematically shown the security importance of the SSO in
the IoT device authentication. Garcia et al. [12] have performed a series of security
analysis in the DTLS protocol and they evidenced well-known vulnerabilities, such
as those present in the TLS protocol. Thus, to mitigate such vulnerabilities, Shiivraj
et al. [24] have proposed a two-factor authentication mechanism based on OTP.
They coped the Lamport algorithm with elliptic curves to ensure the end-to-end au-
thentication in IoT. Their prototype is computationally efficient when deployed in an
Android smartphone. However, they did not evaluate the performance of their work
in constrained devices (e.g., with limited processing or memory, battery-powered,
or with limited network bandwidth). Witkovski et al. [29] proposed a cryptography-
based authentication mechanism for IoT, which leverages SSO. Their work is based
on ANSI X.9.17 [18], in which two hierarchical levels of symmetric keys are used
to perform the communication between the Internet and the IoT devices. Finally,
Shanta et al. [4] systematically reviewed IoT authentication techniques. They have
concluded that the authentication and data protection mechanisms for the IoT con-
text must be lightweight while not compromising the system security.

3 Proposal

3.1 A Disposable Password Approach for End-to-End Security

Our proposal takes into account the resource-constrained nature of IoT, which in-
hibits the usage of traditional Internet security mechanisms, such as the TLS. It
relies on two cryptographic levels to ensure end-to-end communication security.
First, our proposal applies, at the external level, a symmetric key for the IoT enti-
ties (DTLS) and public-key cryptography for the Internet entities (TLS). Second, at
the internal level, the symmetric key cryptography is applied, which demands less
processing than the public key cryptography.

Our proposal relies on the disposable password concept (e.g., OTP) to mitigate
a possible breach of the symmetric key used at the internal level. The disposable
password is used as a symmetric key to encrypt the communication between the
Internet and the IoT entities. Therefore, we apply the Time-based One Time Pass-
word (TOTP) to perform the end-to-end communication between the CS and SM
according to the Hashed Message Authentication Code (HMAC).

As a result, each SM holds a symmetric key shared with the central system (CS),
as shown in Figure 1. The symmetric key employs the concept of master key, namely
Local Master Key (LMK), which is never transferred in the network. Therefore, it
must be stored at the SM manufacturer production line protected by hardware, e.g.,
smart card. In the CS, the LMK is stored in a secure key database, such as the
Kerberos Key Distribution Center (KDC).

The generated TOTP value also relies upon a proper dynamic incremental
counter, which is shared between the IoT and Internet entities. The counter is shared
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Fig. 1: Proposed disposable password for end-to-end security.

between the CS and the smart-meter (SM) to ensure end-to-end communication, and
another counter is shared between the data concentrator (DC) and SM to protect the
multicast communication. The goal of multicast communication is to decrease the
number of exchanged messages, considering that a CS usually requests data stored
in several SMs. Consequently, the shared disposable key created by the TOTP is
used as a communication group key.

All parameters but LMK (e.g., DTLS keys and counters) are dynamically and
securely established through the network, as shown in Figure 1. The DC builds a
new K DTLS and ciphers it with the CS public key. Then, it forwards the request for
the CS to cipher the K DTLS with the LMK. The CS deciphers the message using
the private key to cipher it in the LMK. The DC receives the ciphered message
with its public key and deciphers it with its private key. Finally, the DC forwards
the ciphered K DTLS to the SM, which will be deciphered in the SM LMK. This
process is also used to establish the DC and SM counters.

The whole communication is ciphered, whereas the public key cryptography pro-
tects the communication between the CS and DC. The communication between the
CS and SM is protected by the symmetric key cryptography, in which the LMK is
never exposed or transmitted in the network.

The multicast communication employed between the DC and SM relies on the
traditional OTP method instead of using the TOTP. The OTP method does not em-
ploy a cryptographic key (LMK) to build a disposable password, which brings two
main benefits. First, it prevents the need for sharing a cryptographic key between
the DC and SM. Second, the request messages usually do not contain sensitive data.
We only apply two-layer cryptography on responses. The internal layer is ciphered
using the password (key) created by the TOTP, while the DC can only decipher the
external layer, i.e., it is not a single point of failure (Figure 2).

After this initial configuration, it is possible to apply the end-to-end security
protocol employing the OTP approach. An IAM authenticated operator performs a
request, through the CS, for instance, of the energy consumption of all SMs in a spe-
cific region, supplying her access token. Then, the DC validates the access token in
the IAM, and if it is valid, it builds a new key through the OTP to be used as a group
key. Thus, the CS request is ciphered in the group key and transmitted for all SMs
through multicast. Hence, all SMs multicast members receive the ciphered message
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Fig. 2: Example scenario of an administrator accessing the IoT context.

and use the generated OTP to decipher the request. Therefore, after processing the
CS request, the SM builds a key using the TOTP, parameterized by the LMK. This
key is then used to cipher the response which will be sent for the DC, ciphered in
the K DTLS.

It is important to note that this process ensures end-to-end communication secu-
rity, taking into account that the whole communication is ciphered. In such a context,
the DC reads the content of the CS request messages sent to the SMs. However, the
DC cannot read the SMs responses, assuming that they are ciphered using the key
build by the TOTP, which applies the LMK shared between the CS and SM. A pos-
sible alternative of such a process is to allow the DC to act as a data aggregator. In
such a case, the SM responses would be ciphered only with the K DTLS, instead of
the TOTP. Thus, the DC deciphers the message content, to aggregate and summarize
the information before sending the data to the CS, decreasing processing demand.

3.2 Lightweight Access Control

Although the proposed approach provides end-to-end communication security be-
tween the IoT devices, the access control for the IoT remains an open challenge.
This because the provided access token authorization control restricts the access to
a protected resource, but does not support the establishment of policies to define
the allowed operations over the resources. As a consequence, it is not possible to
provide fine-grained access control over protected resources.

The traditional access control architecture is typically composed of a reference
monitor, an authorization database, and a mechanism keeper [23]. However, this ar-
chitecture is not suited for the IoT resource-constrained nature. Therefore, we pro-
pose a lightweight access control mechanism in both processing, transmission, and
memory needs based on symmetric keys. Our mechanism leverages the established
configuration (shown in Section 3.1) to provide role-based access control in which
the user has access rights according to her organization’s role. Additionally, our
mechanism does not employ the session concept defined in the RBAC model [23],
which simplifies the implementation and deployment of our scheme in IoT devices.

For instance, to access an SM, three roles can be defined: operator, administrator,
and manufacturer, as shown in Figure 2. The first role, the operator, can perform
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queries, such as reading operations, on top of protected resources. In contrast, the
administrator can perform writing requests for device parameterization purposes
over protected resources. Finally, the manufacturer can perform both reading and
writing requests over the SMs, which includes firmware updates, for instance.

It is important to note that other roles can be defined. However, for the sake of
simplicity, we consider a scenario of only three primary roles. Thus, each role holds
an associated dynamic TOTP counter in both CS and SM, as shown in Figure 2.
When a specific administrator desires to access an SM, she must cipher the request
using her disposable password, built by the associated TOTP. In such a case, the
TOTP uses a dynamic administrator counter with the LMK of a specific SM to build
a proper disposable password, which is then used as a symmetric key.

As a consequence, when the SM receives the request, it will attempt to decipher
it using the associated counter with each defined role, starting with the operator,
then the administrator and finally the manufacturer. However, for instance, this role
sequence could be ordered by the operation frequency for each role. To ensure that
the SM can decipher the message, the CS forwards both the deciphered request
identifier and the TOTP ciphered request identifier. If the deciphered identifier is
equal to the received identifier, the used counter is correct, and the SM can infer the
associated role.

Therefore, our proposed access control ensures that the user has access control
authorization in a twofold manner. First, she must have an access token with the
proper request scope. Second, she must be able to decipher the SM response, which
is ciphered in with the LMK and the role counter. Compromising the SM requires
an attacker to have access to both the access token and the role counter.

4 Prototype

The prototype was developed through well-known standards, consolidated technolo-
gies, and open-source libraries. The IAM implementation used the identity and ac-
cess management server WSO2 Identity Server as its base platform, which enables
the usage of several protocols, such as the OpenID, OpenID Connect, SAML, Pas-
sive STS among others. To perform the authentication, the OpenID Connect Proto-
col was configured as IdP at the WSO2. The OAuth 2.0 protocol, used in the OpenID
Connect is responsible for the access authorization, issuing access tokens through
the JWT format (JSON Web Token).

Figure 3 shows the proposed architecture, including the used protocol stack in
each entity to ensure secure communication. At the Internet perspective, the HTTPS
protocol is used. In contrast, at the IoT perspective, the CoAP with DTLS is used.
The CoAP protocol is based on the REST architecture, where each resource is ac-
cessed through a URL. The CoAP uses the UDP at the transport layer, which is a
protocol suited for resource-constrained devices.

The DC was implemented in Java, while an HTTP server was used for providing
its Internet interface. For the IoT interface, the CoAP was used through the Cali-
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Fig. 3: Prototype implementation protocol stack.

fornium library. Consequently, the DC can forward messages between HTTP and
CoAP, and vice-versa. The SM was developed in Java, also using the Californium
library and executed in ContikiOS [10]. The AES algorithm with 128 bits key size
was used to encrypt messages. For the DTLS, the prototype relies upon the Scan-
dium library version 1.2, which is a Californium sub-project. To perform the dispos-
able password generation, the AeroGear library was used, while the REST services
were provided through Jersey.

5 Evaluation

The proposal evaluation was performed in a controlled environment, hence, de-
creasing external interference. In total, four machines were used, all interconnected
through a Gigabit network. Each machine has an Intel Core i7 CPU and 8GB of
memory. One machine was used to host the IAM, while another was used to exe-
cute the Contiki OS. As stated in Section 4, our proposal used the DTLS to ensure
the security of the IoT devices communications. Therefore, our first evaluation com-
prises the processing time impact when the CoAPs is used. To this end, we vary the
message request size sent to the SM.

Figure 4a shows the processing time comparison between CoAP and CoAPs
(CoAP with DTLS). Additionally, it is possible to note that the processing time
increases according to the request size. However, such processing time increase is
not proportional, hence, being advantageous at the security perspective. But, the
processing time impact (170ms) does not degrade the SG performance, as it is, in
general, made of thousands of SMs, which are queried in parallel, through our pro-
posed multicast scheme.
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(a) (b) (c)

Fig. 4: (a) CoAP and CoAPs processing time comparison. (b) End-to-end commu-
nication processing time comparison according to the number of used smart meters.
(c) OTP-based initial configuration time.

5.1 Scalability

To evaluate our proposed OTP-based end-to-end security, we have compared it with
the Witkovski [29] proposal. Their technique applies the concept of hierarchical
keys in an uncoupled and asynchronous manner. Hence, the CS is not able to inject
information directly to the SM, it is only able to deposit it in the DC. Such an
approach mitigates the possibility of an adversary to inject malicious code or control
an SM, considering that she does not have an interactive session.

In their approach, to establish the communication [29], the SM periodically
queries the DC, verifying whether there are pendent queries or not. Similarly, after
the CS performs a request to the DC, it queries the response to its query through the
ticket concept. Therefore, this decoupling between entities significantly increases
the number of exchanged messages, due to the performed pooling. This character-
istic is worsened in the IoT context, due to the constrained processing nature of
devices. Additionally, for the CS and SM to obtain a proper key, several messages
are needed. Thus, in a scenario in which the number of SM is high, the situation
worsens, considering that the communication is unicast.

The Witkovski [29] approach is close to ours, however, our proposed scheme
decreases the number of messages by leveraging the multicast communication. Our
OTP-based approach has some main advantages over the them. We decrease the
number of exchanged messages by multicasting between CS and SMs. It is impor-
tant to note that our approach maintains communication security by applying group
cryptography in multicast queries. Additionally, the queries responses are encrypted
end-to-end with the TOTP generated keys. Considering that the cryptography key
(OTP) used in the request is weaker than the cryptographic key (TOTP) used in
the response, considering that it holds sensitive data. Furthermore, the OTP-based
approach enables the K DTLS key to easily updated, while in the Witkovski [29]
approach, the K DTLS must be manually defined. Finally, our OTP-based approach
enhances the process flexibility, considering that it enables the DC to act as the
gateway or data aggregator.
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Table 1: End-to-End communication comparison of the number of sent messages.

Characteristics Witkovski[29] Our Approach

Total Number of Messages N * 13 6 + (N*3)
Symetric Cryptography in IoT N * 4 N * 4
Hash Function in IoT 0 N
Key Generation in IoT N * 2 N * 3
Counter Sharing 0 N * 2

Table 1 shows the number of exchanged between both approaches, in which N
denotes the number of SMs in the scenario. In the table, we consider the process of
an CS requesting a data to an SM, and its proper reply to the CS. It is possible to
note that our technique significantly decreases the number of exchanged messages.
For instance, in a 256 SMs scenario, our approach demands only 774 messages to be
sent, while in Witkovski [29] proposal, 3328 messages are sent (increase of 329%).
It is important to note that a typical SG environment can be made of millions of
SMs. Therefore, our approach, which demands fewer messages to be exchanged
presents an important benefit, specially for IoT environments.

Figure 4b shows a comparison between the number of exchanged messages ac-
cording to the number of Smart Meters. The relation between the processing de-
mand (e.g., number of ciphering, key generation, and hash functions) is similar
between both approaches, while their main difference occurs when the number of
SMs is high. In a scenario with more than 128 SMs, for instance, the proposal from
Witkovski [29] is not easily scalable. Although a typical SG architecture is made of
millions of SMs, each DC holds only a subset of SMs. However, the decrease in the
number of exchanged messages is of high interest in such environments, at the same
time, it maintains the communication security.

5.2 The Initial Configuration Cost

Finally, we evaluate the configuration time of our approach. This because, as our
OTP-based scheme demands further parameters to be set dynamically set between
the entities, such as secure distribution of the DTLS key. As a consequence, our
technique increases the time needed before secure communication is established.

Figure 4c shows the configuration time according to the number of used smart
meters. It is possible to note that our proposed approach configuration time increases
according to the number of SMs in the environment. However, this configuration
time is only demanded at the initial system deployment. Over time, when new SMs
are added to the CS controlled environment, the configuration time remains low, as
only a subset of SMs must be configured. Therefore, our proposed scheme dynam-
ically and securely exchanges messages between the Internet and IoT entities. This
because, we demand fewer messages to be exchanged, hence, supporting further
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SMs, while also provides a low configuration time, considering that new SMs can
be added over time, with low processing impact over the whole architecture.

6 Conclusions

The SG provides several benefits for society by means of applying intelligence
computing and communication technologies in an integrated manner. However,
those benefits imply cyber security challenges, which demand mechanisms more
efficient in securing the SG against cyberattacks. Surprisingly, the literature lacks
cyber security mechanisms adequate for the SG characteristics. Therefore, in this
work, we have proposed an OTP-based secure multicast for IoT context suited
for the resource-constrained nature of IoT devices. Our proposed approach en-
ables establishing the DTLS key in a dynamic and secure manner. Additionally,
we have proposed a lightweight role-based access control for IoT, which enables
fine-grained control over protected resources. Our proposed end-to-end OTP-based
scheme presents as its main benefit the efficient message exchange, by applying
the multicast communication without compromising the system security. The pro-
posal evaluation has shown that our proposed scheme improves the state-of-the-art
techniques, while also presenting more flexibility over the parameter setting.
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