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Abstract— Children’s widespread use of digital platforms has
intensified concerns about the adequacy of privacy protections.
Current legislation places the responsibility for managing
children’s privacy on parents and guardians, assuming they
possess the necessary knowledge to make informed decisions. In
light of this, this work assesses parental maturity in managing
children’s privacy on social platforms. First, we identify the
main privacy attributes relevant to children’s online data
protection by analyzing existing laws and regulations, including
the GDPR, COPPA, and LGPD. This phase establishes a
regulatory baseline for evaluating parental responsibilities and
expectations. In the second phase, we surveyed 77 parents and
guardians to assess their level of maturity in managing privacy-
related measures and to evaluate how effectively they can
protect their children’s data in digital environments. Our results
reveal a significant discrepancy between perceived and actual
knowledge, suggesting that many parents may not be adequately
prepared to fulfill the role expected by current regulations.
These findings support the need for clearer policies and a shared
responsibility model between platforms and guardians to ensure
child privacy.

I. INTRODUCTION

Several legal frameworks have been established in recent
years to protect personal data, with specific provisions for
children [1]. Notable examples include the General Data
Protection Regulation (GDPR) [2] in Europe, the General
Data Protection Law (LGPD) [3] in Brazil, and Children’s
Online Privacy Protection Act (COPPA) [4] in the United
States. Enforced since 2018, the GDPR unifies and strength-
ens data protection across the EU. The LGPD, in effect since
2020, governs personal data processing in Brazil. COPPA
focuses specifically on protecting children’s online data.
Both regulations seek to ensure responsible data collection,
handling, and storage practices for individuals of all ages,
including minors [5]. In contrast, COPPA, enacted in 1998,
focuses on protecting the privacy of children under the age of
13 by granting parents greater control over the information
websites and applications may collect from their children.
It also addresses concerns related to targeted marketing and
encourages awareness of online safety.

Children’s privacy has become increasingly critical as the
use of online technologies and mobile devices by minors
continues to grow. This rising exposure to digital environ-
ments has normalized the collection and processing of their
data by service providers, while simultaneously exposing
them to significant privacy risks [6]. Children are considered
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inherently vulnerable due to their ongoing physical and cog-
nitive development, limited decision-making capacity, and
psychological and emotional fragility [7]. International and
national frameworks establish special rights for children to
address this vulnerability, emphasizing the need for active su-
pervision by parents, guardians, and caregivers to safeguard
their privacy.

Their role is essential in ensuring children understand
the risks of data sharing and are protected from potential
threats [8]. However, a lack of transparency in social network
policies and data handling practices hinders their decision-
making. A key issue is the varying degree of maturity among
parents and guardians, defined here as their capacity to rec-
ognize online risks and apply effective privacy measures [9].
The absence of standardization in data protection mech-
anisms for minors compounds this challenge. Regulations
such as the LGPD, COPPA, and GDPR differ in defining who
qualifies as a minor, leaving room for legal ambiguity and
limiting enforcement [10]. Many digital service providers
fail to implement mechanisms like robust parental consent
verification or stricter security controls. Moreover, little is
known about how parents perceive these mechanisms or their
ability to utilize them effectively. Addressing this gap re-
quires a deeper understanding of parental maturity regarding
digital privacy and the development of educational strategies
to enhance children’s online safety.

A significant challenge in current regulatory frameworks
is the assumption that parents or guardians are primarily
responsible for safeguarding their children’s privacy while
using social platforms [11]. This presumes they possess
adequate knowledge of digital privacy issues and understand
how regulations, such as the GDPR, COPPA, and LGPD,
define and enforce children’s data protection [12]. However,
this expectation often overlooks the varying levels of digital
literacy and awareness among parents, who may struggle
to comprehend complex privacy settings, platform policies,
and legal requirements. Despite the critical role of parental
involvement, the literature still lacks a comprehensive under-
standing of parental maturity in managing children’s digital
privacy, specifically, their ability to recognize risks, interpret
regulatory obligations, and implement effective protective
measures.

Contribution. In light of this, this work evaluates parental
maturity in managing children’s privacy on social platforms.
The study is carried out in two phases. In the first phase, we
identify the key privacy attributes critical to protecting chil-
dren’s online data by analyzing major laws and regulations,
including the GDPR, COPPA, and LGPD. It establishes a



regulatory baseline for assessing parental responsibilities and
expectations. In the second phase, we design and conduct
a structured survey with 77 parents and guardians to assess
their maturity as defined by their awareness of implementing
privacy-related measures. The survey explores multiple di-
mensions, such as their knowledge of legal definitions, their
perception of platform responsibilities, their understanding
of data handling practices, and their attitudes toward the
commercial use of children’s data. In summary, the main
contributions of this work are:

o We define a structured set of privacy attributes based
on current legal and regulatory frameworks to establish
a baseline for evaluating parental responsibilities in
safeguarding children’s online data;

o We assess parental maturity through a comprehensive
survey, analyzing parents’ awareness, understanding,
and practical ability to manage privacy settings and
protect their children’s data on social platforms. Our
findings reveal that most parents lack sufficient aware-
ness to effectively manage their children’s privacy;

II. RELATED WORKS

The assessment of privacy maturity is typically conducted
through surveys using structured questionnaires [13]. These
tools help evaluate individuals’ understanding, attitudes, and
behaviors regarding privacy practices, enabling researchers to
identify gaps in awareness and areas for improvement [14],
[15]. For example, A. L. Salgado et al. [16] assessed the
users’ expectations on privacy through a survey with 50
individuals. The authors identified that most individuals are
not aware of security issues associated with privacy in the
automotive context. O. Albuquerque et al. [5] aimed to
identify the privacy requirements associated with children-
oriented applications. The authors highlighted the challenges
associated with defining adequate parental control mecha-
nisms and the lack of applicable proposals. M. J. Amon
et al. [12] investigates the parent privacy concern while
posting their young children’s photos on social media. The
survey conducted with over 400 individuals showed that
parents do not usually care about privacy risks associated
with their child’s data. S. Thammaratchuchai et al. [17]
investigated the parents’ awareness of child privacy on social
media. The authors applied a questionnaire to 96 individuals
through a Likert scale. The results indicated that parents
are moderately aware of the negative effects of sharing
their children’s activities on social media. Unfortunately, the
study overlooked the parents’ maturity in managing child
privacy and the associated regulations. R. Sun et al. [18]
investigated the privacy issues of children-oriented mobile
apps. The authors revealed that up to 80% of Family apps
use trackers that are not allowed for children-oriented appli-
cations. A. Ekambaranathan ef al. [19] surveyed 20 children’s
app developers to investigate the challenges of designing
privacy-friendly apps. The results revealed that fully adhering
to privacy concerns may involve financial risks, as imple-
menting comprehensive privacy protections often requires

significant investment in technology, personnel, and ongoing
compliance efforts.

III. ASSESSING PARENTAL MATURITY IN MANAGING
CHILD PRIVACY

To address such a challenge, our proposal aims to assess
parental maturity in managing children’s privacy on social
platforms. The proposal is conducted twofold.

The first step involves identifying the main privacy at-
tributes outlined in major regulatory frameworks, including
the GDPR, COPPA, and LGPD. We analyze how these
regulations define children’s data protection rights, the re-
sponsibilities assigned to parents or guardians, and the obli-
gations imposed on digital service providers. This analysis
serves as the foundation for identifying the critical aspects of
privacy that parents should understand and manage in digital
environments.

In the second step, we design and implement a structured
survey to evaluate parental maturity. The survey uses a Likert
scale to capture the extent of parents’ awareness of privacy-
related concepts and regulatory principles. Social platforms
are adopted as the primary use case due to their relevance
in children’s digital lives. The survey is structured to draw
connections between parents’ self-reported knowledge of
data protection regulations and their familiarity with the
privacy policies and terms of use of the platforms their
children engage with. This approach allows us to identify
gaps in understanding and areas where further educational
strategies may be needed.

A. Privacy Attributes

To define the privacy attributes relevant to our study, we
first analyzed three major regulatory frameworks: COPPA,
GDPR, and LGPD. These regulations outline specific re-
quirements for collecting, processing, and protecting chil-
dren’s personal data. Despite differences in scope and def-
initions—such as varying age thresholds for defining a
child—they share common principles that aim to safeguard
children’s privacy in digital environments.

This legal review identified key aspects such as the defini-
tion of personal and sensitive data, the role and requirements
for parental or guardian consent, and the implications of
processing children’s data without proper authorization. For
instance, while GDPR requires parental consent for data
processing of subjects under 16 (with allowances for na-
tional adjustments), COPPA applies to children under 13
and demands verifiable parental consent. LGPD originally
mirrored this need but was recently revised to allow broader
bases for processing, provided that the child’s best interests
are upheld. These variations highlight the complexity of
enforcing consistent privacy protections globally and the
need for harmonized compliance approaches.

Beyond consent and age thresholds, we also examined
other critical privacy attributes mandated by these laws.
These include transparency in data usage—requiring com-
panies to clearly explain how data is collected, stored,
and shared—along with the right to access and correct



TABLE I: Key privacy aspects defined by current regulations and legislation on child privacy (GDPR, COPPA, LGPD).

Privacy Aspect

Definition

Personal Data

Personal data is any information related to an identified or identifiable natural person. Sensitive personal data
is that which is tied to the identification of the person.

Definition of a Child

Define ages that require parental or guardian consent for data protection purposes.

Parental or Guardian Consent

The processing of personal data must be carried out with the parents’ or legal guardians’ consent.

Transparency in the Use of Information

Collected and processed information must be available to parents, indicating the data collected, its intended
use, and user access for procedures such as correction or deletion.

Limited Purpose

Children’s data can only be collected for specific, explicit, and legitimate purposes.

Data Minimization

Data collection must be limited to the minimum necessary to achieve the purpose.

Parental Consent for Data Collection

Data may only be collected with parents’ or guardians’ consent.

Notice of Data Processing

Notices of data processing must be simple, clear, and accessible.

Right to Review Provided Data

At any time, the data may be reviewed or deleted.

Privacy by Design

Organizations must consider and incorporate privacy measures during product and service development.

Confidentiality of Information
the same level of protection.

Companies must protect the shared personal data and ensure that any third party they share it with provides

information, and the principle of data minimization, which
limits the collection of unnecessary data. Additionally, we
considered the importance of privacy-by-design, which calls
for integrating data protection mechanisms from the earliest
stages of system development. All three laws emphasize
these principles as necessary to build trust and ensure re-
sponsible data stewardship.

By synthesizing these elements, we consolidated a uni-
fied set of privacy attributes representing the foundational
legal and ethical standards for child data protection. These
attributes serve as the evaluation metrics for our study’s
assessment model, enabling us to evaluate how well parents
understand and apply privacy principles in the context of
social platforms. Table I presents a consolidated set of
privacy aspects derived from major data protection regula-
tions concerning children. It defines personal and sensitive
data, highlights the age thresholds that require parental or
guardian consent, and the need for transparency in how
data is collected, used, and accessed. Key principles include
limited purpose, data minimization, and the necessity of
clear, accessible notices about data processing [20]. The
framework also emphasizes the right to review or delete
data, the importance of privacy-by-design from the outset
of system development, and the obligation to maintain the
confidentiality of shared information, including when data is
transferred to third parties.

B. Maturity Model Assessment

In this study, the Security Awareness Maturity Model
(SANS), which was originally designed to assess organiza-
tional security awareness, will be adapted to evaluate parents’
maturity levels in protecting their children’s privacy and
digital safety. A questionnaire will be used to assess parents’
knowledge, perceptions, and behaviors regarding online pri-
vacy to identify gaps and tailor interventions. The SANS
model comprises five levels, from non-existent awareness
to a deeply embedded culture of security, which has been
repurposed in this context to reflect parental engagement with
digital privacy.

The proposed parental maturity model will assess aware-
ness and actions taken to safeguard children’s personal data
on digital platforms. At Level 1, parents are unaware of

online risks and take no protective actions. Level 2 reflects
minimal awareness with little practical application. At Level
3, there is a moderate understanding, with sporadic protec-
tive measures such as adjusting privacy settings or offering
basic guidance to children. At Level 4, parents consistently
implement proactive privacy practices and engage in ongoing
education with their children. Level 5 represents parents who
are not only informed and protective but also advocate for
children’s digital rights.

The goal is to evaluate their maturity level concerning
core privacy principles such as consent, transparency, data
minimization, and the right to review data (see Table I.
A questionnaire was distributed to parents or guardians to
conduct this evaluation (later presented at Section IV-A).
Based on their responses, a maturity level will be assigned,
reflecting their understanding and involvement in protecting
their children’s personal information. The questions cover
aspects such as age for consent, parental consent require-
ments, understanding of personal data and its usage, data
minimization practices, the right to review data, data pro-
cessing transparency, and confidentiality principles.

To ensure a comprehensive and credible assessment, the
questionnaire was structured to evaluate each privacy aspect
using two complementary types of questions. The first type
focuses on the respondent’s self-declared knowledge, cap-
turing their perception of what they know or believe about a
given privacy topic. The second type targets their measured
knowledge, assessing whether their understanding aligns
with accurate practices, definitions, or legal requirements.
This approach identifies potential gaps between perceived
and actual knowledge, offering a more reliable view of
parents’ maturity regarding children’s digital privacy. Table II
presents the complete set of questions and the specific
privacy aspects each one aims to validate.

IV. SURVEY-BASED ASSESSMENT

Our conducted survey aims at answering the following
Research Questions (RQs):
o (RQI) What is the self-declared knowledge of parents
on managing child privacy on social platforms?
e (RQ2) Does the measured knowledge of parents on
managing child privacy significantly differ from their




TABLE II: Survey questions to assess the parental maturity in managing child privacy on social platforms. We measure self-declared knowledge and
compare it with measured knowledge answers on a Likert scale.

Privacy Attribute

Self-declared Knowledge Questions

Measured Knowledge Questions

Age definition

How would you rate your knowledge of the definition of a
*child’ according to applicable regulations?

Considering the excerpt from the terms of use of a social
network: “...You must be at least 13 years old to use the
Service...” How much do you believe this statement complies
with the regulations?

Consent

How would you rate your knowledge of the legal age require-
ments and parental authorization rules, particularly in cases
where children create accounts without parental consent?

Considering the excerpt from the terms of use of a social
network: “..If you are a parent or legal guardian of a user
under the age of 18, by allowing your child to use the
Service, you are subject to the terms of this Agreement and
are responsible for your child’s activities on YouTube...”, how
much do you agree that you are aware and understand the
terms of use of the social network your child uses?

Data transparency

How would you rate your level of agreement with the
statement: “I feel adequately informed about how my child’s
data is collected and used by social networks”?

How much do you agree that it is appropriate for social
networks to use children’s data to assess ad effectiveness and
deliver personalized advertising based on their interests and
activities on the platform?

Data minimization

How much do you agree with the amount of data social
networks collect from children?

Considering this excerpt from a social network: “By creating
an account on a social network and accepting the Terms
of Use, you agree to the collection of information about
your approximate location, including SIM card and/or IP
address-based data.” This implies that you are authorizing the
availability of information such as the child’s current location.
What is your level of agreement with collecting location data
when accepting the Terms of Use?

Revision right

How would you rate your awareness of whether social net-
works allow the revision (updating) of your child’s data on
the platform at any time, as required by law?

This excerpt from a social network mentions: “including
the right to access, delete, update, or correct your data,
be informed about data processing, file complaints with
authorities, and potentially other rights.” This means you can,
for example, modify the child’s data, such as age and interests,
at any time. If you needed to review the child’s data to stop
targeted ads, what is your level of knowledge about how to
make this change?

Limited use

How would you rate the transparency of the social network
your child uses regarding how their personal information is
collected, used, and shared?

This excerpt from the terms of use of a social network men-
tions: “We may also disclose your information to third parties:
if we sell or buy any business or asset” This means the child’s
information may be shared with other companies without
your prior knowledge and approval. What is your level of
agreement with the practice of disclosing your information to
third parties?

Data confidentiality

How would you rate your agreement with how social net-
works use data to deliver targeted ads to children?

By accepting the Terms of Use on a social network, you agree
to the collection of information about the videos the child
watches, search terms, and other interactions with content and
ads in the app. This means the social network can display ads
based on the child’s video history, but it is not responsible for
the data collection by other websites visited after clicking on
these ads. What is your level of agreement with this practice?

Data treatment

How would you rate your agreement with the clarity and
transparency of the data processing notice provided by social
networks regarding children’s information?

By accepting the Terms of Use of a social network, do you
feel informed about the following topics: what information
is collected, how the information is used, where it is stored,
your rights and choices, the security of your information, and
how long your information is retained. What is your level
of agreement on how clear this information was when you
created the account?

self-declared counterpart?
e (RQ3) Can parents manage child privacy on social
platforms?

A. Survey Application

The survey was conducted through an online questionnaire
designed to assess parents’ and guardians’ understanding and
practices regarding children’s digital privacy. In addition to
the questions shown on Table II, we also applied profile-
related questions to identify the respondent’s gender and age
profile. Before distribution, the university’s ethics committee
reviewed and approved the questionnaire to ensure compli-
ance with ethical research standards. The survey was made

available via a public link and disseminated through social
networks and messaging platforms to reach diverse respon-
dents. A total of 77 individuals completed the questionnaire,
providing their level of awareness, involvement, and actions
taken to protect their children’s data on digital platforms. The
collected responses were then analyzed to determine each
participant’s maturity level, based on their knowledge and
behaviors aligned with key privacy principles.

Figure 1 overviews the profile of the survey respon-
dents. The data analysis revealed that most respondents
were between 26 and 45 years old (86%), with a high
level of education—83% had completed higher education.
This profile indicates a group with reasonable access to



Male Female
Gender | 69% ‘ 31%
Age | 26 to 35 18 to 25 36 to 45 45+
Group 42% 1% 43% 14%
. . Coll d
Educatlonfgﬁoqlf%o‘l ° egeuoegree
Child's | 2to5 6to8 9to 11
Age 49% 25% 26%
Child's | Male Female
Gender 57% 43%
Social | IG YpuTuhe YouTube Kids TikTok Qthes
Media [10%] 9% 56% 17% | 9%
Third-party profile Own profile
Access | 77% 23%

Fig. 1: Overview of the survey respondents’ profile.

information, which is favorable for discussions about digital
privacy and data protection. The gender distribution leaned
toward male, with 69% identified as male and 31% as female.
Most children were between 2 and 5 years old (49%), a stage
marked by intense development and early interaction with
digital technologies. Smaller percentages were found among
the 6 to 9 and 10 to 12-year-old groups, suggesting that
digital exposure begins before the typical age for independent
device use. Notably, 23% of children had their own profiles
on digital platforms, despite many being under the required
minimum age.

B. The Parental Maturity on Child Privacy

To answer RQI1, we further investigate the self-declared
knowledge of parents in managing child privacy on social
platforms. To achieve such a goal, we assess the answers
on a Likert scale for each question listed on Table II
(Self-declared Knowledge). The goal is to investigate how
the parents evaluate themselves regarding the management
of child privacy on social platforms. Figure 2 shows the
distributions of answers for each evaluated privacy attribute
based on the Likert scale. The analysis of self-declared
knowledge revealed that many respondents believe they are
familiar with the legal frameworks that regulate children’s
privacy in digital environments. Half (50%) stated that they
knew the LGPD defines a child as someone under the age
of 12, while 35% were unsure and 14% openly admitted
they did not know. Similarly, 65% of participants claimed to
be aware of the legal requirement for parental authorization
when children use social networks, and 55% said they knew
that parents or guardians are legally responsible for their
children’s online activities.

When asked about their understanding of the role of digital
platforms, the vast majority expressed agreement that plat-
forms should request parental authorization, even if the child
is technically able to create a profile independently. However,
only 22% of respondents stated that the privacy notices
presented by platforms are clear, while 40% found them
unclear or not clear at all. Although this perception does not

Age definition
Self-declared 5% 9% | 35% [ 19% ] 31%
Measured 23% [ 14% | 27% | 21% [ 14%
Consent
Self-declared {_16% T 12% [8% | 52% [ 13%
Measured{ 13% | 18% [ 14% ] 36% | 18%
Data transparency
Self-declared {_13% | 27% [ 9% | 29% [ 22%
Measured 42% [ 21% [10% [ 14% [ 13%
Data minimization
Self-declared 1 30% [ 30% [ 23% [ 9% [8%
Measured 1 49% [ 19% [9% [ 13% [ 9%
Revision right
Self-declared{_16% ] 17% [ 13% ] 40% [ 14%
Measured {1 14% | 21% [ 31% [ 22% [ 13%
Limited use
Self-declared 1 34% [ 29% [ 19% [8%]10%
Measured 1 69% [ 16% [5%|5%[5%
Data confidentiality
Self-declared 1 48% [ 16% [6%] 21% [ 9%
Measured 45% 31% [8% [ 10% [5%
Data treatment
Self-declared 1 27% [ 29% I 22% [ 12% [10%
Measured 22% [ 30% | 18% | 21% [ 9%
Likert Scale
Strongly Disagree Neutral Strongly Agree
Disagree Agree

Fig. 2: Survey answer distribution according to each evaluated privacy
attribute (Table I).

measure actual knowledge, it reflects a critical stance toward
the transparency of current data processing practices. Finally,
while participants expressed strong disapproval of commer-
cial practices involving children’s data—56% opposed its
use for advertising and geolocation tracking—these opinions,
as self-declared indicators, reveal a general sensitivity to
privacy concerns and an expressed alignment with child data
protection principles.

To address RQ2, we examine the gap between parents’
self-declared knowledge and their measured knowledge. As
detailed in Table II, the measured knowledge reflects how
well parents’ responses align with the current legal and so-
cial frameworks governing children’s privacy. By comparing
their expressed agreement with these established guidelines
against their self-declared familiarity, we are able to assess
their actual maturity and preparedness in managing their chil-
dren’s digital privacy. Figure 2 overviews the self-declared
knowledge wvs. the measured knowledge of respondents.
The analysis highlights a consistent mismatch between what
parents believe they know and their understanding of privacy-
related responsibilities under current regulations. While 50%
of respondents claimed to be familiar with the legal definition
of a child according to the LGPD, the majority of this group
disagreed with the minimum age restriction of 13 years set
by major platforms such as Instagram and TikTok. This
indicates that many guardians who assert legal awareness
may not fully comprehend or internalize the implications
of these regulations. Similarly, 66% of respondents reported
awareness of the legal requirements concerning age and
parental consent. Yet, this self-assessment did not always
align with their support for enforcing or practically applying
these requirements.

When evaluating more specific responsibilities, such as
parental liability for children’s actions online, only 51% of



participants acknowledged this obligation, and a significant
portion either denied knowledge or expressed uncertainty.
Even among those who claimed awareness of data processing
practices, only a small subset demonstrated a comprehen-
sive understanding of how their data—and that of their
children—is collected, used, or shared. The perception of
privacy notices provided by digital platforms further shows
this gap given that 25% found them clear, just 16% of
this group showed consistent understanding of essential data
protection principles, pointing to a limited effectiveness of
current consent mechanisms. These findings suggest that
many parents believe they can handle their children’s digital
privacy, but their preparedness is limited.

To answer RQ3, we must further investigate the survey
findings. The evidence suggests that parents are not fully
equipped to manage their children’s privacy on social plat-
forms consistently and informally. While many respondents
declared familiarity with legal definitions, requirements, and
responsibilities regarding children’s online presence, their
answers to specific knowledge-based questions reveal notable
discrepancies between what they believe they know and
what they understand. Furthermore, although many parents
supported being legally responsible for their children’s digital
actions, they often lacked clarity on how data is collected,
shared, and processed by platforms, especially in third-
party tracking and targeted advertising cases. This disconnect
between self-declared and demonstrated knowledge raises
concerns about the effectiveness of relying solely on parental
oversight to safeguard children’s digital privacy.

V. CONCLUSION

The widespread use of digital platforms by children has in-
tensified concerns about the adequacy of privacy protections.
Current legislation places the responsibility for managing
children’s privacy on parents and guardians, assuming they
possess the necessary knowledge to make informed deci-
sions. To address this, we proposed a two-phase approach.
First, we identified the core privacy attributes relevant to
children’s data protection based on GDPR, COPPA, and
LGPD, establishing a normative foundation. Second, we
surveyed 77 parents and guardians to assess their maturity,
defined by awareness, understanding, and ability to apply
privacy-related measures. Our findings reveal a substantial
gap between self-declared and actual knowledge, indicating
that many guardians may not be fully equipped to meet the
privacy responsibilities expected by law.
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